Active Content Signature (acs.js)
The objective of this project is to create a solution in the form of a javascript library against all XSS vulnerabilities (persistent and reflected) in a simple and extensible approach that would target all XSS attacks that try to generate active content in a protected webpage. Also, this project will try to diminish the risk and asses several other similar web-based attacks.
There are several similarities with Mozilla’s CSP
, including syntax and objectives, the main difference is that this project will be cross browser, and will fit to current web applications (instead of forcing developers to re-do their websites with absurd requirements).
The main purpose of this library is to keep it simple and portable; the creation of the policy and the deployment should be as easy as possible as well as provide a correct fallback.
The way ACS would work is by making a "signature" of the active content inside a page, that would instruct the library on what's the structure of the active content inside the page, and would react according to the problems. This would demand on the developers to document some of their document structure (that can be automated to some point).

Example of a Signature: script-count=7;embed-count=2;event-count=3;script-hash[3]=f71bc019a37e4651f471f1c13d74c,e61bc5bb1a3766351eede1f14ca4c;on-error=warn;on-error[3]=stop;on-error[4]=warn,sandbox;enforce-ssl;disable-eval;


This can be implemented on all browsers with a script at the beginning of a page, eg
:

<html>
<head>

<script src="/acs.js">/*INSERT SIGNATURE HERE*/</script>
<title>... Original HTML Code of the webpage..

This script is going to execute the following code:

document.write(“<plaintext style=’display:none’/>”);

That disables the HTML parsing of the rest of the page.

If the user-agent doesn’t support javascript, then the plaintext is not going to be written (and so, is compatible with non-supporting user-agents, like search engines).

All major user agents that support javascript, also support the dynamically generated plaintext tag with no closing tag, even in strict XHTML compliant mode:
· Microsoft Internet Explorer 4.0 and above.

· All User-Agents that use Trident 4.0 and above.
· All Opera versions.

· All User-Agents that use Presto.
· Firefox 1.0, 1.5, and above. 

· All User-Agents that use Gecko 1.8 and above.
· Safari 1.3 and above. 
 
· Google Chrome 1.0 and above.

· All User-Agents that use WebKit.

· All HTML 1, 2 and 5 compliant browsers.

Once we successfully disabled the HTML parsing in the document, we can append to the onload event of the page. 
After the page has been loaded, the script is going to fetch the HTML code inside the PLAINTEXT tag by fetching the element’s textContent
, innerText
, or innerHTML
 (depending on the browser).
The way we are going to construct the HTML DOM is by means of the method specified in DOM Level 1 and DOM Level 2 document.createElement
, and setting it’s innerHTML to the fetched HTML source code (also supported by all major browsers
 and specified in HTML 5
).
The fetched HTML is going to be a string, but the parsing made by the browser is going to transform it into a DOM Element
 object.

var VirtualDOM=document.createElement(“html”);

VirtualDOM.innerHTML=fetchedHTML;


Once with a DOM object we can fetch the code exactly as the browser would parse the HTML code without executing any active content (including code set as URIs in frames, events, script tags, etc.).
Within the DOM, we can parse it, and look for objects that don’t match in the webpage signature (specified as the textContent of the acs.js loading script).

The code then is going to look to all Active Content inside the webpage, as well as dangerous elements on it, and then it’s going to review the signature to check if it matches.

The script is also going to proxy all calls to DOM creation methods (including document.write, appendChild, etc.) to ensure the signature is not violated.
The fields in the signature are:

Occurrence Counter:
· script-count - Would specify the number of acceptable scripts inside the page

· embed-count - Would specify the number of acceptable embeds inside the page

· event-count - Would specify the number of acceptable html attribute events inside the page

· jsuri-count - Would specify the number of acceptable JS URIs (or vbscript) in href/src/etc.. arguments inside the page.

· datauri-count - Would specify the number of acceptable data URIs in href/src/etc.. arguments inside the page.
· frame-count - Would specify the number of acceptable frames inside the page
· form-count - Would specify the number of acceptable forms inside the page
· css-count - Would specify the number of acceptable CSS styles (<link> or <style>) inside the page

· style-count - Would specify the number of acceptable styles (as attributes) inside the page
· breaker-count - Would specify the number of acceptable HTML breakers inside the document (such as other <plaintext>, <xmp>, <xml>, open arguments, etc.. with more HTML content inside, this is to avoid the corruption of the other counters, this defaults to 0 if not explicitly set).

· default-count – Would specify the default value for counters (except breaker count). Can be either 0 or *, the declaration of this element is mandatory.
· dyn-occurrence – Replace occurrence with any of the previous defined occurrence definitions, including dyn-breaker-count and dyn-default-count, if no value is specified for dyn-breaker-count it’s going to default to the remain of breaker-count , and dyn-default-count will default to default-count value.
Occurrence Counter Values:
· A number.

· An *, specifying any amount of values are accepted.
Occurrences:
· script-hash - A hash or list of sha-1 hashes allowed as source code.
· jsuri-hash - A hash or list of sha-1 hashes allowed as JS URI (or vbscript).

· datauri-hash - A hash or list of sha-1 hashes allowed as data URI.

· css-hash – A hash or list of sha-1 hashes allowed as css.
· style-hash - A hash or list of sha-1 hashes allowed as a style.

· event-hash - A hash or list of sha-1 hashes allowed as inline events in the form:
      sha1(tagName::event::sourcecode)
· script-src - A source to match (as a global expression, regex or exact match)
.
· embed-src - A source to match (as a global expression, regex or exact match).

· frame-src - A source to match (as a global expression, regex or exact match).

· css-src - A source to match (as a global expression, regex or exact match).
· form-src - A source to match (as a global expression, regex or exact match).
· default-src – A default source to match for all elements.
Filter:
· sandbox-css: Disables all active CSS properties (expression,binding).

· linearise -css: Disables absolute and relative styles (as well as opacity and filters).
· frame-breaker: Sets whether to be allowed to be framed (accepts an optional argument: same-origin, specifying that only can be framed if parent is same origin).
· xss-filter: Enables the XSS filter for DOM based threads.

· sandbox-eval: Sandboxes calls to eval/setTimeout/setInterval/Function with a string argument (sandboxed code has no access to the DOM).
· disable-eval: Disables normal calls to eval/setTimeout/setInterval/Function with a string argument.

· disable-jslocation: Disables the page to set the location to javascript/vbscript: URIs via javascript.

· enforce-ssl: Forces the use of SSL.

· enforce-ssl-cookies: Changes all current cookies to cookies with “secure” flag.

Events:
· on-error - Specifies what to do in case of any error by default, the declaration of this element is mandatory.
· on-error[#,##,-###...] - Specifies what to do in case of an error on the #'th, or ##'th, (or ###'th starting from the last).
Event Actions:
· warn - Just warn the user

· stop – Don’t load the page (at all)

· sandbox - Load the whole page sandboxed (no scripting)

· disable - Disable (or delete, depending) the matched element/s (on style/events/jsuri/datauri its disable and on everything else delete).
· notify – The event is going to be notified to the webowners.

Notifications:
· notify-url – Will receive one single XHR-POST request (must be same origin) with an array (called acs-notification[]):

· acs-notification[][request-uri]=REQUEST_URI

· acs-notification[][referrer]=REFERRER

· acs-notification[][cookies]=COOKIES_BEFORE_HTML_WAS_LOADED
· acs-notification[][signature]=PAGE_SIGNATURE
· acs-notification[][errors][]=ARRAY_OF_ERRORS_GENERATED

· [signature]=SIGNATURE_BROKEN

· [element]=OFFENDING_ELEMENT_BASE64_ENCODED
After the DOM has been reviewed to match the script signature, and the actions regarding exceptions have been applied (that could mean remove all active content, warn the user, remove all elements, or remove the offending elements), then the remaining DOM’s HTML code is going to be retrieved (also using innerHTML), and do:
document.write(VirtualDOM.innerHTML);

document.close();

Further actions may be done by the script to emulate events according to the browser’s needs (as emulate DOMContentLoaded, and remaining bubbling methods).

Known attacks
Since the objective of ACS is to be the most simple as possible (without making the developers modify code), there are several restrictions that can’t stop some attacks. 
XSS inside script elements will only be catch if they are reflected and the xss-filter is enabled.

The following test case exemplifies the problem:

<script>
var username=”<?php echo $_GET[‘username’];?>”;
</script>

In the best case scenario, this would be catch by the xss-filter, but if the vulnerability is made on POST requests, or something not checked by the filter, then it wouldn’t be detected.

The main problem with this script is that it can’t be protected by a script hash, because it serves dynamic content. This is a known problem on .NET applications that use the API call RegisterClientScriptBlock /RegisterStartupScript
 with dynamic content.
Other similar problems arise on event handlers:

<a href=”#” onclick=”printTopic(<?php echo $_GET[‘topic’]; ?>)”>print</a>
A request like this:

?topic=alert(‘xss’)

Would successfully execute arbitrary js code, since the developer would be forced to disable hash checking, ACS would disregard the attack (unless the xss-filter is enabled).
� Mozilla Content Security Policy � HYPERLINK "https://wiki.mozilla.org/Security/CSP" �https://wiki.mozilla.org/Security/CSP�


� The InternetExplorer 8 XSS Filter has to be disabled by the server with the HTTP Header X-XSS-Protection: 0


� � HYPERLINK "http://support.microsoft.com/?scid=kb%3Ben-us%3B182733" �http://support.microsoft.com/?scid=kb%3Ben-us%3B182733�


� � HYPERLINK "http://www.blooberry.com/indexdot/html/tagpages/p/plaintext.htm" �http://www.blooberry.com/indexdot/html/tagpages/p/plaintext.htm�


� � HYPERLINK "https://bugzilla.mozilla.org/show_activity.cgi?id=287990" �https://bugzilla.mozilla.org/show_activity.cgi?id=287990�


� � HYPERLINK "http://reference.sitepoint.com/html/plaintext" �http://reference.sitepoint.com/html/plaintext�


� � HYPERLINK "http://dev.w3.org/html5/spec/Overview.html#parsing-main-inbody" �http://dev.w3.org/html5/spec/Overview.html#parsing-main-inbody�


� � HYPERLINK "http://www.w3.org/TR/2004/REC-DOM-Level-3-Core-20040407/core.html#Node3-textContent" �http://www.w3.org/TR/2004/REC-DOM-Level-3-Core-20040407/core.html#Node3-textContent�


� � HYPERLINK "http://msdn.microsoft.com/en-us/library/ms533899(VS.85).aspx" �http://msdn.microsoft.com/en-us/library/ms533899(VS.85).aspx�


� � HYPERLINK "http://msdn.microsoft.com/en-us/library/ms533897(VS.85).aspx" �http://msdn.microsoft.com/en-us/library/ms533897(VS.85).aspx�


� � HYPERLINK "http://www.w3.org/TR/2000/WD-DOM-Level-1-20000929/level-one-core.html#ID-2141741547" �http://www.w3.org/TR/2000/WD-DOM-Level-1-20000929/level-one-core.html#ID-2141741547� � HYPERLINK "http://www.w3.org/TR/2000/REC-DOM-Level-2-Core-20001113/core.html#ID-2141741547" �http://www.w3.org/TR/2000/REC-DOM-Level-2-Core-20001113/core.html#ID-2141741547�


� � HYPERLINK "http://www.quirksmode.org/dom/innerhtml.html" �http://www.quirksmode.org/dom/innerhtml.html�


� � HYPERLINK "http://www.w3.org/TR/2008/WD-html5-20080610/dom.html#innerhtml0" �http://www.w3.org/TR/2008/WD-html5-20080610/dom.html#innerhtml0�


� � HYPERLINK "http://www.w3.org/TR/DOM-Level-3-Core/core.html#ID-745549614" �http://www.w3.org/TR/DOM-Level-3-Core/core.html#ID-745549614�


� It’s important to note that base elements must be checked first to see if they modify the relative location of other elements.


� <audio>,<video>,<object>,<applet>,etc.. are considered embeds.


� Includes <iframe> and <object>


� Note that if you have a cookie with httpOnly that is not marked with the “secure” flag, the script won’t protect it. Also, SSL cookies will only be applied if we are already in a SSL connection, if we are not, then all cookies will be deleted.


� � HYPERLINK "http://msdn.microsoft.com/en-us/library/system.web.ui.clientscriptmanager.registerclientscriptblock.aspx" �http://msdn.microsoft.com/en-us/library/system.web.ui.clientscriptmanager.registerclientscriptblock.aspx�





